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.ssh/ssh_known_hosts, /etc/ssh_known hosts
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* root TDT7VRZEWBARKILT S,
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=> /etc/inetd. conf DA BZ{TZEAAV T I

(1) X3f; conmsat, finger, ntalk,
(2) 224F7>b; pop, imap
(3) sshiE ABFF; login, exec, shell, ftp




7 7tz Al i

2. tcp_wrapper

http://csrc/nist.gov/tools/tools.htm
(1) /etc/inetd.conf

Before;

#service socket protocol wait? program arguments
ftp stream tcp nowait /usr/sbin/ftpd ftpd
telnet stream tcp nowait /usr/sbin/telnetd telnetd
shell stream tcp nowait /usr/sbin/rshd rshd
login stream tcp nowait /usr/sbin/logind logind

After;

#service socket protocol wait? program arguments
ftp stream tcp nowait /usr/sbin/tcps ftpd
telnet stream tcp nowait /usr/sbin/tcpd telnetd
shell stream tcp nowait /usr/sbin/tcpd rshd
login stream tcp nowait /usr/sbin/tcpdd logind

(2) inetd MDreread

# kill -HUP pid-of-inetd-process
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3. RRFH—ERDT7 7Rl
(1) /etc/hosts.allow
fingerd : ophelia hamlet laertes

rshd, rlogind: LOCAL EXCEPT hamlet
telnetd, ftpd: LOCAL, .expcons.com, 192.

(2) /etc/host.deny

tftpd : ALL : (/usr/sbin/safe finger -1 @%h |
/usr/sbin/mail -s %d-%h root) &

ALL : ALL
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- EBEE~NYF (AH: Authentication Header)
- lF & XA/ O0—F(Encapsulating Security Payload)
- BT 03/l (Internet Key Exchange)
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{5l ; ssh (Secured Shelll)
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7 A30BFHI1OFFIC R/ TENFELED,

[ BEAINT=A—)L]

\ersion: 2.6.31a
Charset: noconv

IQCVAWUBMey8R6UtC+xzFETZAQENUAP+N30di02slY +rRYa2gBJ2u2lm\Wofjeyks
1AkvsN9errDk4N/VcFmc3d6F4heDkiy87u3XAVoulz2orb9xZ3qFveoEZp3QLLa6
Pkzs6/N1nmJZFZFIf1IM8yUR5WZThyaVHOQMC1AuSZhJsM8+8S/+1bpXVPJI68M4JE
cDYBT86eekM=

=UEG6f

H #: http://www.psn.or.jp/TROUBLE/security.html
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AAA3YBJcBDcrQtcluASR+bvivZ8gc8Fx3JCcUtW4yH+embVTTSUw+xTt0JSU0093
us+LHGrrzBESSg==

=00WV

H #: http://www.psn.or.jp/TROUBLE/security.html
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(4) Disconnect
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(G¥) Source routing G A AI &

2. INTYR TR T
socket{src_IP, src_port, dsrt_IP, dst_port} D15

TIAIWBI T EITI,
GE) - ftpTR EMENRKLEWT TV —2 a3V N EHE
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WWW, anonymous-ftp, IRC
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SMTP, NNTP, HTTP, FTP
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3. 77V r—3y 5—koxA ; Proxy—/\
— KT T)r—3 0 TProxyU—E RAFt 95,

e.g., SOCKS
ftp://ftp.nec.com/pub/security/socks.cstc/socks.cstc.4.2.tar.gz
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—IN\ARAJ—F=
MD5(PROCESS ID. TIME STAMP,

HOSTNAME,
APOP PASSWORD)
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CRALDIPT7RL A TIEELY,
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