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- IP (Internet Protocol) -
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(1) IP (Internet Protocol)

(2) Addressing

(3) ARP

(4) Routing

(5) Address Discovery (e.g., DHCP)
(6) ICMP



|3
|2

|1:

INT I DERIETT I
-EEVRTLIZTHIZ B E -

IP/\"7'/|~

=

QU./Ojl/ — /. = =E
%EEE == B, WK, =

WWEIZIZHED ;

4 77')’7—*/3/7- R ==t

bl

]

£ E

ELT=WLED

g
A

5 B3
B EL

(1) l/'f’VFEﬁ’COD'f/'S‘ J1—X

(2) %*ﬁ'&ia?ﬁ TER
(3) LAYV DI —iRH&

BEADREYF . EROEYA



A B —RIED X
Dr.Robert KahnEx D 5

e Packet Networking ¥{iTIZEH9 %
HEN={SAHDT-,
— T3, 5t ERICEBMNE2ELEM DT,

— 1=hvi5, Vinton Cerf (3] MCI LBt F)IZEES
7=,

— T%H. .. TCPD Virtual ConnectionlZ LB EZEI(Z,
%E&Tiof:b\tﬂ:%o O OO

o AUA—RYMI. AVHIVET —FTU3

FRMEEELTO TCP/IP & Ry — ’7#&%&

— EHDATATEFIBR[EEIZT B Izi“ (7 =
FHF ) DIRBMNBNALEET “B” L1125,




OSID7EETIL

L1\
7 . . Application protocol . .
7)) r—3ay > 7V Tr—23Yy
= — . Presentation protocol o ew —
6 | FLErTF—ray |« P { TLtoTF—say
A A
- Session protocol -
5 Ty al |« | ZyaY
—. o Transport pr I —. o
4 | FSURKR—F | ansport protoco | FSURAE—

A A

3 YT —4 YT —7 |« @ =SVl Ey <® --------- + =SVl Ey)

A
A 4

\ 4

5 =_Risn @ TR h @ F—R1)4 <® ...... .l, T—R1)4

=
o
HE
A
A 4
o
HE

A

OB L — o Bt

(D : Network Layer Host-Router Protocol (e.g., ES-IS)
@, ®,®: I yrFAkrIIL (e.g., IS-IS,NNI,)

3 : Data link Layer Host-Router Protocol (e.g, UNI)
B : Physical Layer Host-Router Protocol (e.g., UNI)




—

TCP/IPDSEETIL

Application protocol

\d
J
J

v

A

kT —9

\ 4

A

2k T —4 et +*yh9—7

I I I

A3—Tx1—R A 3—Tx—R A2 3—Tx—R

| I I

A

)2y I/ )2y

\ 4
A
\ 4
A
v




ping

telnet

ftp

traceroute | tftp
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— (1) IP (Internet Protocol)
(2) Addressing
(3) ARP
(4) Routing
(5) Address Discovery (e.g., DHCP)
(6) ICMP/IGMP



IP version 4 (IPv4) Header Format

0 78 1516 23 24 31

0 | version Iheenagciﬁr TOS Total length (Bytes)

1 datagram-id flag(3)| Fragment offset (13bits) o

2 TTL protocol-id header checksum 2
o

3 source IP address ~

4 destination IP address

- options (if any) o

- TCP/UDP data -

29



IP version 6 (IPv6) ZZ<Header Format

0 78 15 16 23 24 31

O | version | Priority Flow Label

1 Payload Length Next Header Type Hop-Limit

% source IP address (128 bits) Q
S

5 o5

6 2

7 destination IP address (128 bits)

8

9

- options (if any) o

- TCP/UDP data 2




Fragment

- Y OMTULL E D 7Ny [E Fragment,

(El. KEBEDZ/N\ vk, TIVRIT)

s FRTD/NTYRDE—Dsrc_IP, dst_IPZEHEFD,

- Flag=7 57 AU DRz~ (& %&="0". fth="1")
- Offset ; Byte BB {s1 D 3R IF (F£EE="0")

0 F1 F2

“FG=1 -FG=1 -FG=0
-OF=0 -OF=F1 -OF=F2

31
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- IP (Internet Protocol) -

(1) IP (Internet Protocol)
— (2) Addressing
(3) ARP
(4) Routing
(5) Address Discovery (e.g., BOOTP)
(6) ICMP/IGMP
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TRLR net-id host-id

<Z4H [ 1 D 11111 0000...... 0000

fF1) 133.201.2/724
—JL 74 v I RE
Ry NID—OFF




YT —o LAY
- IP (Internet Protocol) -

(1) IP (Internet Protocol)
(2) Addressing
- (3) ARP
(4) Routing
(5) Address Discovery (e.g., DHCP)
(6) ICMP/IGMP



ARP(Address Resolution Protocol)
RARP(Reverse ARP)

32 bit Internet Address . 192.220. 20. 161
ARP RARP
(RFC826) (RFC903)

48-bit Ethernet Address ‘ : 18:0:20:3:F6:42

(*) IPv6 TI&. Neighbor Discovery Protocol H3iz i

35



ARP when we use ftp

(1) resolve destination IP address

(2) establish TCP session

(3) send IP datagram to IP module
(4) send IP datagram to ARP module
(5) send ARP request to Ether driver
(6) send ARP request to Ethernet
(7) ARP reply from destination host

(8) send IP datagram to dst_tcp_module

Ethernet
driver

ARP

host_name
host_name l
resolver | (L FTP
IP_addr (2
TCP
. 3)
A(ﬂ IP
ARP
5) 1
Ethernet
driver

Ethernet
driver
(7) (8)
ARP P

36
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(1) IP (Internet Protocol)
(2) Addressing
(3) ARP
— (4) Routing
(5) Address Discovery (e.g., DHCP)
(6) ICMP/IGMP



Routing
[Routing D FE $A]

(a) 2R )L—T 1>/ (static_routing, default_routing)
(b) ENBYIL—T 124 (dynamic_routing)

iy

[Routing Process(oynamic Routing) DN T DL ZE]
(i) #FIRIBERD L& (to B/ —F)
(i) FERDEE
(i) /N YR DX 851k - 215

[INTYRDZERFD FHRE]
(1) host_address MR
(2) network_address MR
(3) default TR — DIRFE

]
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)—ZMT B, V)—IF. SHIFETEE
THHAN. HAHAORXNE#BZTZHANTHE—DY
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PRI —T 1)t

- What a dynamic routing protocol does -

Import & Export
available networks

202.249.xxx.yyy
- R8

202.249.xxx.yyy = R6

A\

202.249.xxx.yyy -> R4

WebH—/\
202.249.10.122

e T
-~

A. #ZER D ETE (back-ground)
1.Routing Domain N D £ 5 [FER
2. B SN TL\SETRFL R (B A)
(Routing Domain A - 4})
a—=1" B. L3/ N4y MERE il {E1 (on-demand)
133.196.16.19 - 55 =202.249.10.122 (RAFTYFIER)

Next Hop=“R2” for 202.249.xxx.
|From 133.196.16.19to202.249.10.122I = Wit Lol or 202.249.xxx.yyy



routing protocol information

netstat route routing |
command command daemon T T
‘ ' UDP TCP
S ICMP | / yes
o Our packet (one of

n
ICIvP J our IP addresses or
4 | broardcast addrs) ?

a

war
IP output: packet

calculate next hop

router (if necessary) | “—==——__ process IP options

routing

IP layer /

a

IP input queue

\ e

network interface

<< Datagram processing in the node >>

41




Dynamic Routing Protocols

[Unicast Routing]

(1) IGP (Interior Gateway Protocol)
(a) RIP (Routing Information Protocol)

(b) OSPF (Open Shortest Path First)
(2) EGP (Exterior Gateway Protocol)
(c) BGP4 (Border Gateway Protocol version 4)

[Multicast Routing]
(i) DVMRP (Distance Vector Multicast Routing Protocol)
(ii)) MOSPF (Multicast OSPF)
(iii) PIM (Protocol Independent Multicast protocol)
(iv) MBGP (Multicast BGP)

42



Dynamic Routing Protocols

[FRERETE T ILT) X L]
(1) BEEE 2 k)L (Distance Vector) A=

(2) 1) 4REE (Link State) A=K

(3) 7NA R KL (Path Vector) A=
(4) ) —RIL—T+1>% (Source Routing) A=

: DVEY

. LSEY

- pyHEY

Routing Type DVE! | ISE! | pvE! | Object |Pv6
RIP Yes routed RIPng
OSPF Yes gated OSPFv6
BGP4 Yes gated BGP4 -+
DVMRP Yes mrouted | —
MOSPF Yes — —

PIM n/a n/a | n/a — —
MBGP Yes — —




Distance Vector Routing Protocol

- Bellman-Ford 7 JL31) X s (or Bellman-Fullkerson)
- 19694 EE M ARPANETIZE LN TE
- Developed by Xerox-PARC as XNS-RIP
- Node ML EIZERBETZFESE T R L A FEEf (Distance)
B, 974 Hb. EZEARLGIEET L ANDKER
BORIRIVIEHRZEIEL . sxbIEE# (Distance) HhA/hE
BRIz SRESR YN T —IONDREREBEFIRT D,
- I—T AT R A DB IERIE AR,
(1) Distance Ventor :
SRR YT —IICK T S FEDHEEHIBEHRAIML
@ iy T /—RiER

{dst_net, distance, next_hop_node}



Routing Information Protocol (RIP)

 RIP for IPv4 ; RFC 1058/1721/1722/1723/1724
RIP for IPv6 ; RFC 2080
- routed (JL—kFT—FE>) in BSD, SunOS
-IARYTE; 15Ky T
- Cold-Start A=(; #FIRDETHE I K450 (=15x30FD )i &
- 30# Z &IDistance VectorT—3RN— X [FI D 3 #A
> /=N DREEILERYTRYTIGIE
- UDP(port=520)Z FAL\f=T—2~R—X (Distance Vector)
DAL,
- 180FIRF M E LN EWPE L F BT B (keep-alive A T)
- R RDETER;
- D(i,j) ; distance vector
-d(i,j) ; node i & node_j fE1D ER B

D(i,j) = min [d(i,k) + D(k,j)]  (for all k)

45



Routing Information Protocol (RIP)

(1)

(3)

e (2)

(4)

(5)

(6)

(1) O sec
From Ato |Link Cpst
A local 0
@ rrrraanaannnnnn
B> A
@ rrrraanaannnnnn
(2) 30 sec D—=>A
From Ato |Link Cost
A local 0
B (1) 1
D (3) 1

From B to

Link Cf

DSt

B

local

From D to

Link C

pst

D

local

46



Routing Information Protocol (RIP)

(2) 30 sec
From Ato |Link Cost
A local 0
B (1) 1
D (3) 1
From Bto |Link Cpst
@rrnnsnnnannnnnnns A (1) 1
B=>A B local 0
C (2) 1
E (4) 1
< From D to | Link Cost
D—->A A (3) 1
(3) 60 sec D local (O
From Ato | Link Qost E (6) 1
A local 0
B (1) 1
C (1) 2
ED (f) 21 Select one from even two path
) S )2} vs{(3), 2) ;




Routing Information Protocol (RIP)

(3) 60 sec
From Ato | Link Cost
A local 0
B (1) 1
C (1) 2
D (3) 1 FromBto |Link Cost
E (1) 2 A 0 1
B B local 0
B->A C 2)
D (1) 2
E (4) il
¢D9A """" From D to | Link Cost
(4) 90 sec A (3) 1
From Ato | Link Cost B (3) 2
A local 0 C (6) 2
B (1) 1 D local |0
C (1) ) E (6) 1
D (3) 1
E (1) 2




Link State Routing Protocol
- SFP (Shortest Path First) A=

- 19704 EE M ARPANETIZE LN TEF
> KIREIE D xt s (Distance Vector M EEE D 72 AR)

- I—TAVIT R A AN/ —FEIDEENMROD—IEHR & /—F
M DER I DaAME(Attribute value) DT —RAXN—XZEH D,

- O ORET—IR—=XII INWN—TA4V T A RHADTARTD/—F
TRl—,

- B—DT—3R—XEHR. FA—OREHET7ILTIVXLZEEALT
&/—FTCHIICHRERERB/—FIoIEERYENT—IAF/NIARX
FCEES H=OICHRERERAYT /—FDZER)DEEEFITI,

- YUOARFDBEEENBNLGLHEREZ I R/NIARNDFRI1ET D,

S BERYNT—HTEIZ, TFR/INARANERBT S

Spanning_Tree M AZ AL,

49



Open Shortest Path First (OSPF)

(3)

(1) e (2)

(4)

(6)

[ Link State Data-Base ]

(5)

At Node “A”
To Next-Hop Link-id
B B 1
C B 1
D D 3
E B 1

From |To Link-id Distance
e A |B 1 1
A D 3 1
B A 1 1
B C 2 1
B E 4 1
Exchange C B 2 1
) . C E 5 1
LS information
b iohb D A 3 1
etween neighbor D £ 6 1
node E B |a 1
E C 5 1
E D 6 1
@Calculate spanning tree
Build routing
table

50



Path Vector Routing Protocol

- 1982 tEDRFC827 (EGP; Exterior Gateway Protocol)

> NSFNET/\woiR—2 LHigi/ N\ oR—2 DI E
Efia BrIE L TRFE SN T=(RFC1093),

> &RV T—ODER - FEHAR) o —F RMEHES
ZEDTELIL—T127 78R,

- AS (Autonomous System )] T D #% 2% Fll {0 ;

16 bits TRIZEIN D BERYLIT—D(ASES)HT. &

SEFRASDRYRT—IANEZFET H-ODREMHE . ASES
D EF 5!l (Path—Vector), HALMIASEESDESZ ALY
TRINT S, BASDOIEFRIL—~A(Boarder Router)ld., [
1% J)L—7(Peering Router)&. BASH, T ARTODEZER]
HETR IR FEASA D B E R B (path)Z [T 5, Path(ASE

=10)

H

W2

FH)DESFEHRZTFIAT HD T, Path-Vector 5

AN TS,



Path Vector Routing

(AS=1)

oo

(AS=2)

(AS=3)

o2

(A5=5)%> (AS=4)

[ Path Vector Data-Base in node A]

From |To Path Next-Router
A B1 A,B B
A B2 A,B B
A C1 A,B,C B
A C2 A,B,C B
A D1 A,D D
A El A,D,E D
A E2 A,B,E B

D

[ Path Vector Data-Base in node C]

From | To Path Next-Router
C B1 C,B B
C B2 |C,B B
C Al | CB,A B
C A2 | C,E,D,A B
C D1 A,E,D E
C El | AE E
C E2 A,B,E B

52



Path Vector Routing

(AS=3)

(AS=1) (AS=2)
(1) Step 1
From | To | Path Next-Router (AS=5) _
A Bl | AB B (AS=4)
A B2 | AB B [ From B]
A D1 A,D D From | To | Path | Next-Router
B El1 | BE E
— | B E2 | BE E
<4+ B C1 B,C C
B C2 B,C C
\ [ From D]
From To | Path Next-Router
(2) Step 2 D Al | DA A
From | To Path Next-Router D A2 | DA A
A Bl [(AB B D El |D,E E
A B2 |AB B D |E2 [DE E
A Cl1 |AB,C B
A C2 |AB,C B
A D1 | AD D
A El |AND,E D
A E2 |A,B,E B

53
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Path Vector Routing ; IBGP

(AS=1) (AS=2)

— :Inter-AS (EBGP)

Network; ; Intra-AS (IBGP)

Al1,A2,D1
Network;

E1,E2,F1

(AS=4)

(*) 1BGP; (AD) & (EF) |

From B1 to E2 ; {AS=2,AS=1,AS=4}
. B> (A>D)>E

From C2 to B2 ; {AS=3, AS=4, AS=1, AS=2}
K, C>(F>E)>(D>A) >B
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(1) IP (Internet Protocol)
(2) Addressing
(3) ARP
(4) Routing
— (5) Address Discovery (e.g., DHCP)
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DHCP

(1) IP Address
(i) Automatic allocation

(ii) Dynamic allocation ; E LH LEARI A FEET S
(iii) Static allocation ; Manual configuration

(2) Subnet mask

(3) MTU

(4) Broadcast Address Flavor

(5) Default Gateway

(6) Static Routes Lists

(*) DNSZU M) —~DE ek (TITH 70N |
S Interneth S D EET I AN PHELTHost| ZIE Static
allocation ZEFH9I NZE,



DHCPDERRE

1. X)) T—H#EsE
-BOOTPOEE LD 7ARILTHY.
Securityf$gEZ B%L ZHTEL....

2. DNSURTLADZHID)

- Internet~MDName N ZE fFH[E

2 AR

H—/\%R/—FI[ZIZDHCPAABEHTET,

...

- Wi 5|E(IP_Address = host_name)lX A AT HE
Tli&L\b S N NS

1

IF 5|Z(host_name->1P_address)(F£EL LY,
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(1) IP (Internet Protocol)

(2) Addressing

(3) ARP

(4) Routing

(5) Address Discovery (e.g., BOOTP)
- (6) ICMP/IGMP
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ICMP/IGMP

* |CMP; Internet Control and Management Protocol

S BT ) r— 3y

- IPOD & IE - | 1
- ICMPZFI|FHLT-E
(i) ping

(ii) traceroute
(iii) Router_Discovery

* |GMP; Internet Group Management Protocol
-TILTF XY ARAN—DEE



ICMP

Domain Name
Request/Reply
(RFRC1788)

= ICMP redirection

Router discovery
(RFC1256)

Traceroute (RFC1393)
* Destination unreachable (RFC191)
*|CMP Source Quench (RFC1016/1018)

N\

ICMP Source Quench (RDC1016/1018)
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Dst4
(Alternative Path)

4/ )
4/“Source Quench !11”
asking reduce data-speed N



Ping Program

* Ping EITEHEDTARATLART

bsdi% ping svr4

PING svr4 (140.252.13.34): 56 data bytes

64 bytes from 140.252.13.34: i1cmp_ser=0 ttl=255 time=0 ms
64 bytes from 140.252.13.34: i1cmp_ser=1 ttl=255 time=0 ms
64 bytes from 140.252.13.34: i1cmp_ser=2 ttl=255 time=0 ms

- tcpdump H 73

1 0.0 bsdi > svr4: icmp : echo request
2 0.003733 (0.0037) svr4 > bsdi: 1cmp : echo reply

3 0.998045 (0.9953) bsdi > svr4: icmp : echo request
1

4 1.001747 (0.0037) svr4 > bsdi: icmp : echo reply

5 1.997818 (0.9961) bsdi > svr4: icmp : echo request
6 2.001542 (0.0037) svr4 > bsdi: icmp : echo reply

7 2.997610 (0.9961) bsdi > svr4: icmp : echo request
8 3

-001311 (0.0037) svr4 > bsdi: 1cmp : echo reply
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Ping Program
- with IP RR(Record Route) Option-

* Ping BEITEDTARATLART

bsdi% ping -R slip
PING slip (140.252.13.65): 56 data bytes
64 bytes from 140.252.13.65: i1cmp_ser=0 ttl=254 time=280 ms
RR: bsdi (140.252.13.66)
slip (140.252.13.65)
bsdi (140.252.13.35)
svr4 (140.252.13.34)
64 bytes from 140.252.13.65: i1cmp_ser=0 ttl=254 time=280 ms (same route)
64 bytes from 140.252.13.65: i1cmp_ser=0 ttl=254 time=270 ms (same route)

- tcpdump H 73

1 0.0 svr4 > slip: 1cmp - echo request (ttl 32,
1d 35835, optlen=24 RR(39)= RR{#0.0.0.0/
0.0.0.0/0.0.0.0/0.0.0.0/0.0.0.0} EOL)

2 267746 (0.2677) slip > svr4: icmp : echo reply (ttl 254,
1d 1976, optlen=24 RR(39)= RR{#140.252.13.65/
140.252.13.35/#00.0.0/0.0.0.0/0.0.0.0} EOL)

o4



Traceroute Program

- traceroute EITHDTA AT LA R

bsdi% traceroute nic.ddn.mil

traceroute to nic.ddn.mil (192.112.36.5), 30 hops max, 40 bytes packets
netb.tuc.noao.edu (140.252.1.183) 218 ms 227 ms 233 ms
gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 204 ms

3 butch.telecom.arizona.edu (140.252.104.2) 204 ms 228 ms 234 ms

4 Gabby.Telecom.Arizona.EDU (128.196.128.1) 234 ms 228 ms 204 ms

5 NSlgate.Telecom.Arizona.EDU (192.80.43.3) 233 ms 228 ms 204 ms

6 JPLL1.NSN.NASA.GOV (128.161.88.2) 234 ms 590 ms 252 ms
-
8
9

N B

JPL3.NSN.NASA.GOV (192.100.15.3) 238 ms 223 ms 234 ms
GSFC3.NSN.NASA.GOV (128.161.3.33) 293 ms 318 ms 324 ms
GSFC8.NSN.NASA.GOV (192.100.13.8) 294 ms 318 ms 294 ms

10 SURA2_NSN.NASA.GOV (128.161.166.2) 323 ms 319 ms 294 ms

11 nsn-FIX-pe.sura.net (192.80.214.253) 294 ms 318 ms 324 ms

12 GSI.NSN.NASA.GOV (128.161.252.2) 293 ms 318 ms 324 ms

13 NIC.DDN.MIL (192.112.36.5) 324 ms 321 ms 324 ms

(*) -g AFTLavIZkY. loose/strict Zisource routingZ{TL ViR AV Straceroute H A HE
bsdi% traceroute -g sh.wide.ad.jp nic.ddn.mil




Traceroute Program

- Ping EfTEDTARATLART

bsdi% traceroute slip

traceroute to slip (140.252.13.65), 30 hops max, 40 bytes packets
1 bsdir (140.252.13.35) 20 ms 10 ms 10 ms
2 shlip (140.252.13.65) 120 ms 120 ms 120 ms

- traceroute M ENMEIRIE ;
- ICMP time exceed message (type=11,code=0)ZFIFHT 5,

1. TTL=1 ; On_the-Link@® Next_Hop_Node &Y FEIZIFEIZE TSN,
— Unreach destination_host due to Time_Exceeded

2. 2[E (B E3E) R—®DTTLTICMP/ Ny kD IE(E

3. TTL ¢ TTL+1

4. TTL=TTL+1; 1_hopZc D NodeFE TIXEIZE [ FEIZ/1 B,
If reachable - Stop
If unreachable

{
2B (BB E)R—DTTLTICMP/ Ny kDX (E;
goto step3.;

} 66
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