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TCP Features

“Stream” Oriented Data Transmission

— Connectionf#iL(Three-way-handshake)
- Connection (“Stream”) Identifier = “Socket”
{dst IP addr, dst_port, src IP_ addr, src_port}
‘Sequence Number” ; 32 bits

S N(FEE 0 — (2732-1)

— 2732 TSequence Number WrapEsih 5
* “Full-Duplex” T8
- Acknowledgement (ACK) ;

— RIZRETRENABES(SN)DEX
- IT5—ME1E: 5 A2 FEE(Segment retransmission)

by Time-out, Dupilicated-ACK

- “Sliding Window Control” % FA\N=T —2855% 1
(*) Window_size = 65,535 Bytes
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TCP Header Format

UR  : Urgent Pointer Field Significant (URG)
AK : Acknowledgement Field Significant (ACK)
PH : Push Function

RT : Reset the Connection

SY : Synchronize Sequence Numbers (SYN)
FN : No More Data From Sender (FIN)



TCP Port Allocation (RFC1700)

1. Well-Known Ports ; 0- 1,023
2. Registered Ports ; 1,024 - 49,151
3. Dynamic and/or Private Ports ; 49,152 - 65,535

BRPTIEER :

ftp://ftp.isi.edu/in-notes/iana/assignments/port-numbers
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TCP Well-Known Ports

Port Number | Keyword Application
5 rje Remote Job Entry
20 ftp-data | File Transfer [Default data]
pA | ftp File Transfer [Control]
23 telnet Telnet
25 smtp Simple Management Protocol
39 rlp Resource Location Protocol
53 domain | Domain Name Server
63 whois++ | Whois++
67 bootp Bootstrap Protocol Server
69 tftp Trivial File Transfer
70 gopher Gopher
79 finger Finger
80 http World Wide Web HTTP
110 pop3 Post Office Protocol - Version 3
111 sunrpc SUN Remote Procedure Call
119 nntp Network News Transfer Protocol
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TCP Well-Known Ports

Port Number | Keyword Application
123 ntp Network Time Protocol
137 netbios-ns NetBIOS Name Service
138 netbios-dgm |NetBIOS Datagram Service
139 netbios-ssn NetBIOS Session Service
179 bgp Border Gateway Protocol (BGP)
202 at-nbp AppleTalk Name Binding Protocol
pAR) 110).¢ IPX
220 imap3 IMAP3 (Interactive Mail Access Protocol)
396 netware-ip Novell Netware over IP
540 uucp uucp daemon
546 dhcepv6-client |DHCPv6 Client
547 dhcpv6-server | DHCPv6 Server
560 rmonitor remote monitor daemon

12



TCP Connectionf&EL/BARX

svr4.1037 (client) bsdi.discard(server)
“Active open” SYN (a)
(appli. open : telnet) ‘
SYN ACK(a+1,b) “Passive open”
((0 V7) Y g
P _ACK (b+1) l
> ((open »
“Active Close” FIN (m,s)
(application close: quUIt) » EOF to Application
ACK (m+1) 1
L IR “Passive Close”
“FIN_ACK (m+1,s) (application close)
!
ACK (s+1) o “half close”

— full close .



TCP Connectionf&EL/BARX

Client

SYN SENT
(Active open)

!

ESTABLISHED [

FIN WAIT 1
(Active close)

!

FIN_WAIT 2 L

i

TIME WAIT [

l 2-MSL
CLOSED

SYN (a)

SYN ACK(a+1,b)

_ACK (b+1)

FIN (m,s)

ACK (m+1)

“FIN_ACK (m+1,s)

ACK (s+1)

Server

LISTEN
(Passive open)

* SYN_RCVD

!

» ESTABLISHED

| CLOSE_WAIT

(Passive close)

1
LAST ACK

!

" CLOSED
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TCP ConnectionfEL/BARX

Log on the console;
svr4% telnet bsdi discard #port=“9” (server discard packet)
Trying 140.252.13.35
Connected to bsdi.
Escape character i1s “]’.
"
telnet> quit
Connection closed.

tcpdump output

1 0.0 svr4.1037 > bsdi.discard: S 14155.14155(0)
win 4096 <mss 1024>
2 0.024 (0.0024) bsdi.discard > svr4.1037: S 18239.18239(0)

ack 14156 win 4096 <mss 1024>

3 0.007 (0.0048) svr4.1037 > bsdi.discard: . ack 18240 win 4096
4 4.155 (4.1482) svr4.1037 > bsdi.discard: F 14156:14156(0)

ack 18240 win 4096
5 4.158 (0.0013) bsdi.discard > svr4.1037: . ack 14157 win 4096
6 4.159 (0.0014) bsdi.discard > svr4.1037: F 18240.18240(0)

ack 14157 win 4096
7 4.189 (0.0225) svr4.1037 > bsdi.discard: . ack 18241 win 4096
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4
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TCP ConnectionfEL/BARX

tcpdump output
1 0.0

0.024 (0.

0.007 (O.
4.155 (4.

4.158 (0.
4.159 (0.

4.189 (O.

[ErK]

source.port >
flags :

svr4.1037 > bsdi.discard: S 14155.14155(0)
win 4096 <mss 1024>

0024) bsdi.discard > svr4.1037: S 18239.18239(0)

ack 14156 win 4096 <mss 1024>
0048) svr4.1037 > bsdi.discard: . ack 18240 win 4096
1482) svr4.1037 > bsdi.discard: F 14156:14156(0)

ack 18240 win 4096
0013) bsdi.discard > svr4.1037: . ack 14157 win 4096
0014) bsdi.discard > svr4.1037: F 18240.18240(0)

ack 14157 win 4096

0225) svr4.1037 > bsdi.discard: . ack 18241 win 4096

S

U U T

destination.port : flags SN _begin.SN_end(data_size)

SYN ; Synchronize sequence_number(SN)

FIN ; Finish data transmission

RST ; Reset connection

PSH ; push data to receilving process asap
; hone of above four flags i1s on

SN _end = SN _begin + data _size
win 4096 ;
mss 1024 ; maximum segment size i1s 1024 bytes 16

window size 1s 4096



appl: passive open
send: <nothing>

Active open
appl: close
or timeout

recv: SYN
send: SYN,ACK

simultaneous open
recv: ACK R ( pen) recv: SYN,ACK

(¢b]

38 Z send: <n0th|ng>’ send: ACK

B LL lllllllllllll
m ..... m ........................... Send ..... FIN .............................................................................................. Send ACK appl close
ey FIN simultaneous close send =1\

FIN_WAIT_1 geermyera CLOSING
recv: ACK recv: ACK : W
send: <nothing> P ] recy: ACK
send: <nothing> assive close sk <poiiis

>

Active close



<< Client >>

A
appl: passive open :
send: <nothing> appl: active open
send: SYN
recvl: SYN
send: SYN, ACK |
send: SYN )
_ Active open
« recv: SYN appl: close ‘
§eno||: SYN,ACK or timeout '
* simultaneous open
recv: ACK v ( pen) recv: SYN,ACK
D
}Z send: <noth|ng>' send: AQK ......................................................................
B LL IIIIIIIIIIIII
_%g appl: close recv: FIN CLOSE WAIT
T send: FIN send: ACK appl close
M 40\/ . simultaneous close : : send: FIN
FIN_WAIT_]1 peerayyere CLOSING "
m ...... >
recv: ACK : recv: ACK . ——
send: <nothing> send: <nothing> Passive close ~ '°°V: ACK

send: <nothing>

>

send.: ACK 2 MSL timeout

Active close



<< Server >>
appl: passive open &

send: <nothing> appl: active open

send: SYN
recvl SYN

send: SYN i
Active open

recv: SYN appl: close

send: SYN,ACK T >
¢ simultaneous open
recv: ACI(’ ( pen) recv: SYN,ACK
(¢b]
Z = send: <nothmg>~A SENA: ACK ..o :
B LL EEEEEEER
'_%' g appl: close ESTABLISHED recv: FIN m
R .‘f.’ ............................ SeNd: FIN e §.‘?.ﬂ.9|._ ACK - = appl: close
simultaneous close
—era CLOSING [N id A
; e CLOSING
. HE I HEN I>
' recv: ACK : recv: ACK

Passzve close

send: <nothing>:
S5 ol Send. <nothing>

>

recv: FIN
send: ACK 2 MSL timeout

Active close
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TCP Bulk Data Transmission
- Sliding Window -

» Window il {#1Z LN =/ N7y M ERsE
(DSliding Window (Receivers% i)
@Congestion Window(Senders% E)

(1) ACKZZLIZwindow# D /Ny & B iE

(2) ACK®MD Aggregation(ACK/ N7y kD)
(3) Receiver{ll[Z &k B windowllig O i 1]

(4) ACKZ{E CTwindowZz A1kt %

22



TCP Sliding Window

Offered window
(advertised by receiver)

P

A
\ 4

\ 4

Unsent window

sent and
ACKed

»
»

A
\ 4

Can not send until
window slides

\ 4

sent but not ACi(ed

23



TCP Sliding Window
) Offered window

(advertised by receiver)

\ 4

P
<

v

Unsent window

1 2 3 4 5 6 V4 11
sent and ACKed ‘ i Can not send
g until window
sent but not ACKed Jlides >

TS— T

3+window=9 S+window=11

Receive ack “5”

Receive ack “5”
from receiver

from receiver




TCP Sliding Window

Window advertise by receiver

" shrink enlarge

window
closed b)" Opend b'y
ACK reception ACK reception
= ACKed SN (=ack+window)

Ll

1)

Slide window by ACK from receiver
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TCP Congestion Window

Offered window
(advertised by receiver)

P

A
\ 4

\ 4

Unsent window

1 2 3 9 10 11
sent and > >
ACKed :

¢ U Can not send until

»

window slides

Congestion window

(“cwnd”=1)

— sent but not ACKed
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TCP Congestion Window
) Offered window

1 (advertised by receiver)

\ 4

P
<

v

Unsent window

1 2 3 4 S 10 11

Can not send
until window

P
<

v

»

» Shall send Without slides
sent and ACKed ACK ASAP;
cwnd=2 (cwnd<—cwnd*2) f
f _,f 3+window=9
4+window=10

Receive ack “4” Receive ack “4”
from receiver from receiver



TCP Congestion Window

- Slow Start Policy (cwnd ; exponential increase)

cwnd=1;
for (5 A2 M%)

d

for (not congestion)

d
if (7 AV MIREACKS{E)
{ ewnd = cnwd +1 }

cwnd = 1

)

(*)7XE : Congestion Avoidance CIEEHEF RS,
SenderMLocal ICHIfHT A ELGD T, BERALHCEMBZICHRE

28



cwnd

TCP Congestion Window

advertised_window

/

time

< CongestionZzLDHE >

cwnd

advertised_window

/ congestion
RN

time
< CongestioniZExDI5E >

(*) Duplicated ACKZ{E &9

29



TCP Congestion Window(1)

|
%] ’_‘ 3] %] ’___‘ 3]
4 | B
|
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TCP Congestion Window(2)

2 3
%] ’_‘ 3] %] ’—__‘ 3]
| B
R/
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TCP Congestion Window(3)

4
>—=® =
]
5 4

| m—

g

%]
4
!,
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TCP Congestion Window(4)
] _ (5] ] _

.5 96 81 . 13 12 11 10
# ﬁ
:_1‘ —fi—‘
_ _

8 9 10 11
B4 F—IE = BWXRTT

8
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s BEFAT—DEA(ZGo L E
RTO = {EHRTTI+4{IZ4RE)
BEZEIZ2(ZIZ(RTO < 64FD)

O EIACK, Vo b Z3{EL IELNE O RT3 VBRI
s [B—ACK/ Ny kB8 [EIMEL =& Z

Fast Retransmission, Fast Recovery




RTO Expired Retransmission

bsdi.1023 svrd.discard
SYN 0:0(0) win4096 <mss1024>
1 —>

-
SYN 3:3(0) ack 1 win4096 <mss1024>
3 ack 4 win4096

| . HiESA4 (RTO; BiESAV)
4 e -+ . RTO=15sec/* ZER[HE*/

miHER " PSH 15:23(8) ack 4 win4096 fgr (9 minutes)
1.5 SeC } PSH 15:23(8) ack 4 win4096 _ _
3sec] ! if ( RTO expired)
*C| o | PSHI5:23(8) ack 4 wind096 {
6 sec retransmission:;
4 ¢ | PSH15:23(8) ack 4 win4096 RTO=RTO X 2:
* RTO=min{64sec, RTO},
P X ' { }
;| PSH15:23(8) ack 4 win4096 )
end /* EE&H S */

| PSH 15:23(8) ack 4 win4096
_v 18 35




Retransmission by Duplicated ACK

(2) Reception of Duplicated ACK
- Fast Retransmission / Fast Recovery

SegmentBE EFF1E ;
— “single (or few) segment(S)” 5L\
(&t 2 2,
— FRACKDRE—ACK SegmentsZ
FHGCE)ZEL=L. B,

36



Fast Retransmission by Duplicated ACK

6401:6657(256)

6657:6913(256
6913:7169(256

7169:7425(256)
7425:7681(256)

7681:7937(256)
7937:8193(256)

8193:8449(256)
6657 :6913(256)

“Fast Retransmission”

8449:8705(256)
8705:8961(256)

8961:9217(256)

ackl

ackl
ackl

ackl

ackl

ackl
ackl

ackl
ackl

ackl
ackl

ackl

e
.....
]

ack
ack
ack
ack

ack
ack
ack
ack
ack
ack

ack

ack

5889
6145
6401
6657
6657 D

6657 @

6657 @

6657

6657

6657

8449 win5888

8705 win5888



Congestion Window Control

[EE,‘]] _ cwnd=1; ssthresh=65KB;
cwndD KEZIRENZFHE . for O
B ewnd RT3 { _
it (“Timeout™)
, { cwnd=1;
[1] cwnd D il i ssthresh = cwnd/2; 3}

(i) ssthreshEL FDewnd Y14 X iT (“duplicated ACK™)

« 1 { ssthresh=cwnd / 2;
— Exponential increase cwnd=ssthresh- 1
(slow start)

(i) ssthreshl £ D ewnd B4 X if (cI:wnd té s:cs_thresh)
— Liner increase { slow_start;

/* exponential */ }
(congestion avoidance) else
[2] ssthresh®) il ] { congestion_avoidance;
/* liner */ }

(i) Timeout ; goto “1” 1
(ii) Duplicated-ACK ; 1/2

38



Congestion Window Control (§it)
- ICMP FlfHAYE—D
(1) ICMP Source Quench

—cwnd =1 ;
ssthresh = as is ;

(2) Host unreachable
— No Action ;

39



cwnd

\ cwdn_1
cwdn 3

slow-start

Congestion Congestion  Congestion

| |slow-start avoidance | avoidance | avoidance
I Target
cnwd
==
~ N
~ BN
Q (14 929 @
~! ssthresh !
S . =
2 2
< NS
v v
1 1 1
Timeout Fast Fast 10
Recovery Recovery



Window Scaling for Long Fat Pipe

- RFC1323 -
Network Bandwidth (bps) RTT (ms) BWxRTT (B)
Ethernet 10.000 M R] 3.750
T1 (CKEER) 1.544 M 60 11,580
T1(fE) 1,544 M 500 96,500
T3 (KEER]) 45,000 M 60 337,500
OC12 (KEER]) || 2,400,000 M 60 7,500,000

- Max. Window Size ; 2*(16) Bytes = 64KB
— Window Scaling ; “wscale”
wscale=n — 64 x 2~(n) windowH 1 X

41




RFC 1379 ; T/TCP
- Transaction TCP -

B 8]
TCPARYI LIV DFEIL BN FER =D
EET VT

[ 5]

* CC (Connection Count) Option
* SYN~NDPiggy-back ; “half-synchronization”
(1) SYN, Data, FIN, CC
(2) SYN, SYN-ACK, Data, FIN, FIN-ACK,
CC, CC-Echo
(3) FIN-ACK

42



RFC 1379 ; T/TCP

Client Server Client Server
SYN (a) SYN,Data,FIN,CC
SYN ACK(at+l.b) — SYN,S-ack,Data,
— ’ F,F-ack
_ACK (b+1) e e
Data (a+2)

Data ACK(a+2.b+1)

FIN (m,s)
ACK (m+1)

9 5 A
3T AN

“— FIN_ACK (m+1,s)
ACK (s+1)

43



ECN(Explicit Congestion Notification )i

TOS for Differentiated Service
- PHB(Per-Hop-Behavior)
- CU(Currently Unused)
=> for ECN(Explicit Congestion Notification) ?

0

1

2

TOST14—JLk:

2 3 4 5 6

PHB

CU

PHB: 000000 DE (Default Service)
101110 EF (Expedited Forwarding)
Others AF (Assured Forwarding)

xxxxx0 Standard Purpose

xxxx11 Experimental Purpose
xxxx01 Experimental Purpose 44



Explicit Congestion Notification (ECN)l f

(8) ECN=11

Reduce Speed

CongeStion N.Ode 01 Destination
(Set ECN blt) Node 1

(9) ECN=11
(3) ECN=01

Source
Node 1

BEERBITHC; FHRH

(6) ECN=11

45



RTP

* RTP; Real-time Transport Protocol
. RTP(ZEnd-Host COABAEN 3

(*) IL—2TDE{E mE [T Out-of-Focus

- EAR{#E; RFC1889, RFC1890

* Playback2M139 OB 4
- Payload Type

- Sequence Number
- Time-Stamp

* 25%FDUDP PortZ{# FE

- User Data
- Control Data

- Content_ &IZRTP Payload Format%

46



RTP

 RTP Payload Format 4%

RFC2029 ; CellB Video Encoding (for SUN)
RFC2032 ; H.261 Video Stream

RFC2035 ; JPEG-compressed Video
RFC2250 ; MPEG1/MPEG?2 Video

* Control Protocol
RTCP ; RTP Control Protocol

- BiEmEEREEE
IEL:X =/1§1_/—
= FIFIEE,-*E/_

47



- RTPO {3,
[Z{E/—F

T—3D

EE/—F F—

RTP

ZBWT, ZEfIMSEEFEENS
NEAZTEBET S,
A4S il
S| RIE/N\VT7 :;
<

T

Generate
Delay-Jitter

48




- EERFAZT l l l l l s
» REERANZAZUT; I i H i -

- ZIERAH D EA32T;

T T+t1 T+t2 T+t3 T+t4 T+t5

‘ d1 d2 d3 d4
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NAT(Network Address Translation)

* RIENTYRDIPTRL X (sre IP)BEUVR—FES
D(src_port) ERT—TIILEFHLIPAYTDEHL,
(RFC1631)

(1) Private — Global
-DNS : NATIL—EDIPFZRL AN BRI D,
- Z4{&/\rvk(dst_IP)
— FEE/NTYRD(sre_IP, sre_port)DEHAZ
(2) Global — Private
- 25/ (src_IP, src_port)
— EE/NTYRD(dst IPDDEHRZ

(*) IR— ;B (src_port) DHEERE
(i) src IPOZE1L
(i) dst IPOIVE>S 50
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Traditional NAT
fHEN A3 —2yk

: @D =@ =

EER—FES :‘EE?F‘I/X
N\

TOO[A TOO[ N
200|C - 200| C "’
] P . Basic NAT
sEER—LEE TR
C[200 T[200
"‘ A|100 D "‘ N|[100
Y= . A—N.
iiEfI-i’—h&zs %{;ﬂ"’ A 100—-150[Z i
TOO[A " T50]
200|C > 200 _E-I-V
- &S RATHLR NAPT

C|200 C|200
A (100 l N (150

N—A
150—100IZZ




Bi-directional NAT

$B 45N 13— yk

+——— (1) RRFADQFFLR(E?
> (2)7FLRIEN

200
100 e

C|200
A (100

| | C
N
S b %EW'”‘
TOOJA | > — 7~ TOO[ N

200| C )" (4)

200|C

5@5‘&7&’—%5 \5@957%1



Twice NAT

iLde 13— yk

(1)7FRRFC DT7FLRI(E? A—Ng
(2)ZELRIENT  «— RZEFELR | NI1oCIcE
N
- Ngl
€)) NIl )" > Cg )—}

\5@9&7%7(

(4) <.| 211 « 4.| §g1

Ng—A
C—HNI1[ZZ#h




NAT EJ 1,E 0) 15'] src=198.29.10.23, port=2012

— dst=192.20.2.24

198 29.10. 23
N
NAT-R1 ™ g

192.168. 32. 1 |

dst=198.30.40:
src=192.168.3.5

192.168.0.0/16

192.168. 3. 5 192.20.2. 24

(bill.whitehouse. gov)
<Translation Table in NAT-R2>

input output output
source port || destination |[port source port| destination | port| port
198.29.10.23| 2012} 198.30.40.50| n/a (190.29.10.23 | n/a || 192.20.2.24 |n/a | #1
192.20.2.24 | n/a | 198.29.10.23| n/a (198.30.40.50 (2122} 198.29.10.23 | n/a | #2

(*) DNS Address resolution : bill.whitehouse.gov — 198.30.40.50 >



S RAR—kL A H il

- TCP; Transmission Control Protocol -
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